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Dear Researcher, 

Greetings! 
Articles in this issue discusses about trends in OTP-based loT door-lock technology. 
We look forward many newer technologies in the next month. 

Thanks, 


Editorial Team 
IJITCE 
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OTP BASED IOT DOOR LOCKING SYSTEM 


ANANTHARAMAN.P 
MECHANICAL DEPARTMENT-Kritilabs TECHNOLOGIES Pvt Ltd 
Dr. VSI INDUSTRIEL ESTATE PHASE -2, THIRUVANMIYUR, 
CHENNAI-6000041, TAMIL NADU, INDIA. 


ABSTRACT— In the twenty-first century, security 
has grown to be a top priority; people now want to 
feel secure at home, at work, and globally. The 
project's goal is to improve and advance the safety 
and security of people's lives and property by 
developing a smart door security system using 
Arduino and Bluetooth applications. The initiative 
mainly focuses on protecting doors and enhancing 
their security in our homes, workplaces, or public 
buildings. With the aid of smart doors, the doors are 
protected primarily to allow access to only 
authorised people using their cell phones and GSM 
application usage when inside or while you are away 
from your home and workplace. The study mostly 
discusses how to safeguard doors and increase 
their security. With the rapid increase in single 
household, vulnerability to crime is emerging as a 
significant social issue, particularly for single 
female families who face heightened anxiety about 
strangers. To address this concern, we propose an 
OTP-based loT door-lock equipped with features 
such as OTP password generation, remote control, 
image storage, and live streaming. Additionally, a 
smartphone app complements the system by 
providing real-time video monitoring, door lock 
control, and event logging. 


Keywords: Digital Door-lock, loT, Security, OTP 


І. INTRODUCTION 

The increase in the number of single-person 
households is leading to various new social 
problems, including challenges related to rescue 
activities in emergencies, housebreaking, and theft. 
Multi-unit housing, the predominant residential type 
for single-person households, often features 
digitized entrance locks, which use passwords, 
RFID tags, ог biometrics for authentication. 
However, due to their affordability апа 
convenience, passwords are commonly used, even 
in systems that also incorporate RFID or biometric 
technologies. This reliance оп passwords 
necessitates careful management to prevent leaks, 
including periodic changes, which are often 
neglected due to inconvenience and a lack of 
security awareness. Additionally, passwords can 


be compromised through methods such as UV light 
or hidden cameras. 

In this paper, we propose applying OTP (One 
Time Password) technology to address password 
leakage issues and integrate real-time monitoring 
via a camera module into password-based digital 
door locks. This approach aims to enhance security 
and reduce anxiety associated with unfamiliar 
visitors. Furthermore, we explore the design and 
implementation of ап loT-based remote 
authentication door lock system, which allows for 
password issuance and changes, image 
monitoring, and event logging via smartphone 
apps, and we develop a prototype of this system. 


Il. REVIEW OF LITERATURE 
A. OTP based door lock system: 

The setup includes an Arduino Uno, an LCD 
display, a GSM module, and an OTP system. An 
OTP will be sent to the mobile device and 
displayed on the LCD. If the OTP is correct, the 
lock will open, the motor will rotate briefly, and then 
stop. The motor will then rotate in the opposite 
direction to automatically lock the door. If the OTP 
is incorrect, the door will not open. Push buttons 
will be used to enter the OTP. 


Ш. Low Cosr REMOVABLE (PLUG-IN) ELECTRONIC 
PASSWORD- BASED DOOR LOCK: 

This paper describes a plug-in auto electronic 
door lock designed with two stages of security and 
consisting of two sections. The first section, the 
mobile or cell section, acts as the key and includes 
a matrix keypad, an LED, and a microcontroller. 
This section can be carried in a pocket. The 
second section, which is fixed to the door, remains 
stationary. When the mobile section is inserted into 
the static section, the two parts perform a 
handshake. If the internal handshake between the 
two microcontrollers fails, the static section will not 
accept the mobile section. When a valid password 
is entered, the door lock will unlock the door for 15 
seconds before automatically closing it again. 
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IV. DESIGN AND IMPLEMENTATION OF A DIGITAL 
CopE Lock: 


This paper discusses the design and 
implementation of a digital code lock using a 
microcontroller. It explains the fundamentals of the 
digital locking procedure and explores how global 
system for mobile (GSM) technology contributes to 
advanced locking techniques through the 
generation of one-time passwords (OTPs). 


12V Power Supply 


Solenoid Lock 


V. WORKING PRINCIPLE 

The circuits controlling element is the Arduino 
microcontroller. It has overall driving unit control. It 
is frequently employed in communication. The 
Arduino microcontroller is connected to the GSM 
module, keypad, buzzer, and LCD screens for 
power supply. The microcontroller is attached to 
the figure-print sensor. The Arduino microcontroller 
serves as the power source for the keyboard, 
GSM, and buzzer. The circuit will be operated by a 
motor driver. The 4-digital password is initially 
typed into the keypad. Each person needs a 
different password to unlock the door. When the 
password correctly entered, the door opens; the 
LCD shows a success message, and the user 
receives a notification on his mobile device via the 
GSM module. The GSM module is utilised for 
message sending and receiving. At first, the 
keypad is used to enter the 4- digit password. To 
open the door, each person needs a different 
password. When the password is correctly entered, 
the door opens, the LCD shows a success 
message, and the GSM module sends the user a 
notification message to his mobile device. The 
transmission and receiving of message takes place 
through the GSM module. A fingerprint sensor has 
been employed for increased security. The 
fingerprint of the person will be scanned and stored 
in the databases. When the user enters their 
fingerprint scanner is accurate. If it is, the door 
opens; if not, it remains closed until the user who 
authenticated them kept their thumb print. 
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Block Diagram: 


PUSH 
Button 


Flow chart: 


Press the button when person enter to words to the 
door 


If burton is active then Arduino generates OTP 
through GSM to concem person 


Enter the OTP through keypad 


Door Open When OTP 


Motor От 


VI. OUTCOME: 


OTP-based door lock systems offer improved 
security compared to conventional locks, providing 
a higher level of protection because the system’s 
unique password is impossible to copy or guess. 
Additionally, it prevents anyone who has obtained a 
copy of the key from gaining unauthorized access. 


VII. SIGNIFICANCE: 
A. Remote Access and Control: 
loT locks can be managed from anywhere via 
smartphone apps or web interfaces. This means 
you can lock or unlock doors remotely, which is 
particularly useful for allowing access to guests, 
service providers, or emergency responders 
without needing to be physically present. 
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B. Enhanced Security: 

loT locks often come with advanced security 
features such as real-time notifications, activity 
logs, and integration with other security systems. 
This allows users to monitor access and detect any 
unusual activity immediately. 

C. Integration with Smart Home Systems: 

loT locks can integrate with other smart home 
devices, such as security cameras, alarms, and 
lighting systems. For example, you can set up 
automated routines where unlocking the door 
triggers other smart devices to act, such as turning 
on lights or disarming an alarm. 

D. Access Control Management: 

loT locks allow for more granular control over 
who has access and when. You can create 
temporary access codes for guests or service 
providers, and easily revoke access when it's no 
longer needed. 

E. Data and Analytics 

loT locks can provide detailed logs of who 
accessed the door and when. This can be uselul 
for tracking usage patterns, identifying security 
breaches, or even managing employee access in a 
business setting. 

F. Automated Locking: 

Many loT locks can be programmed to lock 
automatically at certain times or under specific 
conditions, providing an additional layer of security 
and peace of mind. 
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